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How the U.S. CLOUD Act Undermines India’s
Sovereignty

Overview of the U.S. CLOUD Act and Key Provisions

The Clarifying Lawful Overseas Use of Data Act (CLOUD Act) is a United States federal law enacted in
March 2018 as a response to legal obstacles in cross-border data access (notably the Microsoft Ireland
case) ' . The CLOUD Act introduced two major changes to U.S. electronic privacy law: (1) it explicitly
asserts U.S. law enforcement authority to compel data from U.S.-based service providers “irrespective of
the location where it is stored” 2 , and (2) it creates a framework for bilateral “executive agreements”
between the U.S. and other nations to enable direct access to data by foreign governments under
certain conditions 3 . In effect, U.S. agencies can require providers under U.S. jurisdiction to disclose
user data as long as the data is under the provider’s “possession, custody or control,” regardless of
where it is stored 4 . This extraterritorial reach means a warrant or subpoena issued in the U.S. can
apply to data physically located in India (or any other country) if held by a company subject to U.S. law.

Under the CLOUD Act’s executive agreement provision, the U.S. can enter into bilateral pacts that allow
partner governments to directly request data from U.S. tech companies, bypassing the slower mutual
legal assistance treaty (MLAT) process 5 6 . These agreements are contingent on the foreign country
meeting “robust...privacy and civil rights” standards and other rule-of-law criteria outlined in the Act
7 . The first such CLOUD Act agreement was concluded with the United Kingdom in 2019 8 , and
negotiations have been pursued with other allies (e.g. Australia and EU member states). Notably, the
chair of the European Data Protection Board raised doubts about the data protection safeguards in the
U.S.-UK agreement, underscoring international concern over the CLOUD Act's privacy implications 9 .

In summary, the CLOUD Act empowers U.S. authorities to obtain data across borders unilaterally and to
facilitate cross-border data sharing through new treaties. These features have significant implications
for countries like India, as discussed below.

Legal Implications for Indian Citizens, Businesses, and
Government Data

The CLOUD Act’s broad reach into foreign data has raised red flags for India’s legal sovereignty and the
rights of its citizens and institutions. Several categories of stakeholders in India are affected:

+ Indian Citizens: The privacy of Indian citizens’ personal data is at stake. India’s Supreme Court
affirmed privacy as a fundamental right in K.S. Puttaswamy v. Union of India (2017) 10 , and Indian
law (including the new Digital Personal Data Protection Act, 2023) seeks to protect individuals’
personal information. However, if an Indian’s emails, social media content, or cloud-stored files
are held by a U.S.-based provider, those records could be disclosed to U.S. law enforcement
under a CLOUD Act warrant - potentially without any notification to or approval from Indian
authorities. Such foreign access would bypass Indian legal standards (like the need for an Indian
court order or mutual legal assistance) and could violate the expectation of privacy guaranteed
under Indian law. In effect, an Indian data principal’s information might be handed over in line
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with U.S. legal processes that do not offer the same protections as India’s, undermining Indian
citizens’ data rights.

Indian Businesses: Indian companies and startups that utilize U.S.-origin cloud services (such as
Amazon Web Services, Google Cloud, or Microsoft Azure) face compliance and confidentiality
risks. Because the vast majority of India’s cloud infrastructure is provided by U.S. tech giants
(estimates indicate Amazon, Microsoft, and Google services account for roughly 52%, 35%, and
13% of the Indian cloud market respectively) 1" , a huge volume of Indian business data resides
on platforms subject to U.S. jurisdiction. The CLOUD Act means U.S. authorities could compel
those providers to surrender an Indian company's sensitive data (emails, client records,
intellectual property, etc.) if relevant to a U.S. investigation. This creates a conflict of law:
businesses in India might find themselves caught between obeying U.S. orders versus Indian
laws. For example, an Indian firm could be prohibited by Indian confidentiality or data protection
rules from sharing certain data, yet its cloud provider might be legally obligated under U.S. law
to hand that data to American officials. Legal analysts note that such overlapping mandates -
India’s data localization policies on one hand and extraterritorial reach of laws like the CLOUD
Act on the other - are inherently conflicting, putting multinational companies in a compliance
bind 12 . Beyond legal conflict, there is also a trust and economic impact: Indian businesses may
worry that proprietary or customer data could be accessed by a foreign government, which in
turn erodes confidence in cloud services and could discourage investment or adoption of global
digital services in India 12 .

Government and Public Sector Data: Perhaps most alarming from a sovereignty perspective is
the potential exposure of Indian government data stored with foreign-controlled cloud
providers. As India digitalizes governance and public services, agencies sometimes partner with
large cloud vendors (including U.S. firms) for efficiency and scale. Under the CLOUD Act,
however, even data that the Government of India mandates to be stored within India’s borders
can still be reached by U.S. authorities if a U.S. company has control of it 13 . For instance, if an
Indian government department used a U.S.-based cloud service to host databases or emails, a
U.S. court order could compel that service to quietly hand over government records or sensitive
citizen information. This scenario poses obvious national security and sovereignty concerns:
intelligence about Indian public programs, critical infrastructure, or law enforcement
investigations could be accessed by a foreign power without clearance from Indian officials. Such
unilateral access undermines the Indian state’s exclusive jurisdiction over its official data. Even in
less extreme cases, it means India cannot fully assure its citizens that information they entrust to
e-governance platforms will remain under Indian oversight. This has led to calls for “sovereign
cloud” solutions to keep government data exclusively within the purview of Indian law and
technological control.

Extraterritorial Reach vs. India’s Laws and Jurisdiction

The CLOUD Act's extraterritorial assertions directly conflict with India’s domestic legal framework for
data protection and law enforcement access, effectively challenging India’s sovereign authority over
data generated within its borders. Under Indian law, access to protected data by law enforcement is
governed by Indian statutes and courts - for example, the Information Technology Act and Criminal
Procedure Code provisions, as well as the upcoming Digital Personal Data Protection (DPDP) Act, 2023.
These laws delineate when and how authorities can intercept or demand personal data, usually
requiring Indian judicial or executive authorization. The CLOUD Act bypasses all such Indian legal
processes. It empowers U.S. agencies to procure data located in India without any involvement of the
Indian government - sidestepping the principle of dual judicial oversight that MLATs ensure. This is
seen by many as an intrusion into India's legal jurisdiction: the U.S. is unilaterally extending its law
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enforcement reach into Indian territory (digitally) 14 . Such action violates the traditional norm that one
country'’s police powers stop at another country’s borders unless cooperation is obtained.

Indian data protection regulations also clash with the CLOUD Act's regime. The new DPDP Act, 2023
emphasizes consent, purpose limitation, and accountability in data processing, and it restricts cross-
border data transfers to certain blacklisted countries for security or policy reasons 15 . If the Government
of India were to determine that U.S. law (including the CLOUD Act) inadequately safeguards Indians’
data, it could theoretically blacklist transfers to the U.S. or impose special conditions on them 16 . Yet
the CLOUD Act does not recognize any foreign law’s restrictions as an absolute bar - a U.S. provider is
still expected to comply with a U.S. order even if doing so violates another country’s law. In practice, the
Act includes a comity provision allowing companies to raise a conflict-of-law objection in U.S. court, but
the decision rests with the U.S. judiciary and not with India’s authorities 14 . This asymmetry means
Indian legal standards (for example, the requirement under Indian law to obtain an Indian warrant to
access content, or the higher threshold for sensitive personal data transfer) can be overridden by a U.S.
court’s interpretation of necessity under American law.

From India's perspective, this is a sovereignty concern in two dimensions: judicial sovereignty (Indian
courts are bypassed on issues involving Indian data) and legislative sovereignty (India’s democratically
enacted data protection rules can be negated by foreign demands). An Indian editorial noted that the
CLOUD Act essentially “allows [the] US government... to reach into a data centre anywhere in the world”,
underscoring that physical data location in India offers no protection if the service provider is subject to
U.S. law 13 . This cuts against India's efforts to assert data sovereignty, the principle that country's
data is subject to its own laws and control.

Another point of conflict is the notion of privacy rights and civil liberties. India’s Constitution (as
interpreted by its Supreme Court) places a high value on privacy and personal liberty. Indian law
enforcement access to data is subject to safeguards (such as review processes, the proportionality test
laid out in the Puttaswamy privacy judgment, etc.). By contrast, U.S. orders - even if compliant with U.S.
Fourth Amendment standards - may not meet the expectations of Indian law or society. For example,
Indian law does not ordinarily permit foreign officials to conduct surveillance on Indian soil or citizens;
doing so via a CLOUD Act order could be seen as a breach of Indians' rights without due process in
India. As one analysis of the CLOUD Act noted in the European context, the Act's “bypass of international
legal assistance procedures” and lack of adherence to other countries’ privacy laws raise serious concerns
about state surveillance and the hollowing out of digital sovereignty in the target country 14 . The
same concerns apply to India: the extraterritorial reach of the CLOUD Act is viewed as undercutting
India’s sovereignty by not only ignoring territorial jurisdiction but also by potentially undermining the
protections Indian law affords to data of its citizens and residents.

Sovereignty Concerns: Case Studies and Hypothetical Scenarios

To illustrate how the CLOUD Act could undermine India's sovereignty and create contentious situations,
consider several hypothetical (but plausible) scenarios:

* Scenario 1: Indian Citizen’s Data Seized by U.S. Order - An Indian citizen uses an email service
provided by a U.S. company (for example, Gmail). The individual is not accused of any crime
under Indian law. However, U.S. authorities are investigating an unrelated matter (say, an
international fraud or cybercrime case) and believe some evidence might be in the individual's
emails. Under the CLOUD Act, the U.S. Department of Justice can obtain a warrant from a U.S.
court for the content of the emails, even though the data is stored on servers in India. Google,
bound by U.S. law, quietly discloses the Indian user’s emails to the FBI. This happens without any
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notification to the Indian government or the individual. From India’s standpoint, a foreign
agency has effectively conducted a search and seizure on an Indian resident’s data on Indian soil
- an act that ordinarily would require an Indian court’s sanction. The individual has no recourse
under Indian law, and Indian authorities only learn of it after the fact (if ever). This scenario
demonstrates a direct intrusion into India’s legal domain and a potential violation of the citizen's
constitutional rights as understood in India.

Scenario 2: Indian Company's Confidential Data Compelled - A large Indian pharmaceutical
company stores R&D data and business records on a cloud platform run by a U.S.-headquartered
corporation. U.S. prosecutors, while pursuing a case against a third-party (unrelated to the
Indian company), come to suspect that some relevant information (perhaps communications or
documents) are in this Indian company’s cloud-stored files. They invoke the CLOUD Act to
demand the data from the cloud provider. The provider is legally compelled to comply, and the
Indian company is either not informed or is gagged from disclosing the demand. Sensitive
intellectual property, patent drafts, or pricing strategies of the Indian firm might thus be handed
to U.S. officials. Aside from violating the sovereignty of India over corporate data, this raises
economic sovereignty issues - the risk of economic espionage or unfair advantage. Indian
businesses worry that foreign governments could exploit such data access for competitive
intelligence. Even if U.S. authorities use the data purely for law enforcement, the loss of control
over strategic data is a sovereignty cost. Normally, Indian law would protect business secrets and
require due legal process within India for any search; the CLOUD Act circumvents that,
potentially harming India’s control over its economic assets.

Scenario 3: Indian Government Records Accessed - A state government in India, for efficiency,
uses a global cloud service (operated by a U.S. company) to host its databases, which include
personal data of citizens (e.g. land records, vehicle registrations) and internal communications.
In a hypothetical situation, U.S. law enforcement is investigating an international terrorism
network and believes a suspect’s information is contained in those state databases (perhaps the
suspect once owned property or a vehicle in that state). Through the CLOUD Act, U.S. officials
issue an order to the cloud provider to obtain relevant records. The provider, again obligated
under U.S. law, extracts data from the Indian government’s database and hands it over. This
happens covertly due to the secrecy typically accompanying such orders. The outcome: a foreign
agency has gained access to government-held data without any permission from India’s
authorities, potentially even pulling data unrelated to the suspect (if the query is broad). This
scenario is tantamount to a foreign government reaching inside an Indian government file
cabinet. It starkly undermines sovereignty and could endanger the security of citizen data. It also
bypasses diplomatic protocols - normally, one nation would request assistance from the other
via official channels for such sensitive access. Here, CLOUD Act provides a shortcut that ignores
India’s sovereignty over its public data. Such a scenario would likely provoke strong objections if
discovered, and it underscores why Indian officials are wary of foreign cloud dependence.

While these scenarios are illustrative, they are grounded in the CLOUD Act's actual powers. Indeed, they
mirror the kinds of conflicts legal scholars have anticipated. As one Indian policy expert noted, without
adequate safeguards, foreign laws like the CLOUD Act can “force [global] providers to hand over your data,
even if it’s stored in India” 17 . Each scenario demonstrates the core sovereignty issue: India loses the
exclusive control and oversight over data pertaining to its citizens, companies, or government
once that data is under a U.S. company'’s cloud, due to the unilateral reach of U.S. legal process.


https://www.linkedin.com/pulse/sovereign-cloud-why-india-needs-take-control-its-digital-vishant-pai-vhuwf#:~:text=The%20DPDP%20Act%20was%20designed,if%20it%E2%80%99s%20stored%20in%20India

Reactions from Indian Legal, Political, and Cybersecurity Experts

The introduction of the CLOUD Act and its implications have spurred significant commentary in India
across legal, political, and technological circles. Indian government officials have been vocal about the
need to protect India’s “digital sovereignty.” For instance, Ravi Shankar Prasad, India's former Minister of
IT and Law, emphasized in 2020 that “we shall never compromise on data sovereignty of India”, underlining
that India, as a digital power, must retain control over its data '8 . This political stance aligns with
India’s broader insistence that global internet companies respect local laws and that India has the right
to regulate and secure data generated by its citizens. Although Prasad’s statement was made in the
context of banning certain foreign apps, it reflects the same concern triggered by the CLOUD Act - that
foreign governments or companies should not unilaterally dictate access to Indian data.

Indian legal experts and civil society have analyzed the CLOUD Act with a mix of concern and
strategic foresight. A detailed study by the Centre for Internet and Society in 2018 noted the Act's
sweeping reach and flagged the potential tension with India’s privacy framework 19 . Many legal
commentators argue that India must resist any arrangement that undermines the privacy of its citizens
or subjects Indian data to foreign jurisdiction without reciprocal benefits. There is a clear sentiment that
the Indian judiciary and legislature should be the ultimate arbiters of access to data of Indians. Some
experts have recommended that India negotiate its own terms rather than acceding to the U.S.
framework. In fact, researchers at Carnegie India have urged that “instead of treating the CLOUD Act or
any other [model] as a fait accompli, India should develop its own model” for international data-sharing
agreements 20 . By formulating a bespoke framework (potentially through a multistakeholder task
force, as Carnegie suggests), India could assert its requirements — such as higher privacy safeguards,
judicial oversight, and reciprocity — and only enter into agreements that respect those conditions. This
advice indicates a proactive legal approach: rather than passively worry about the CLOUD Act, India
should use its bargaining power (as a large data market) to set a precedent for data sovereignty in any
bilateral deal.

Cybersecurity and technology industry experts in India echo these sovereignty worries, often
highlighting practical risks and advocating indigenous solutions. Vishant Pai, a cloud technology
executive, succinctly explained that the DPDP Act's push for local data storage is crucial because
“without it, foreign laws—like the US Cloud Act—can force global providers to hand over your data, even if it's
stored in India” 17 . This perspective from the tech industry underscores the idea that reliance on
foreign cloud infrastructure, in the absence of localization, leaves Indian users and businesses exposed
to foreign legal intrusions. Accordingly, there has been growing support for building “sovereign
clouds” - cloud services owned and operated in India under Indian jurisdiction. By using Indian cloud
providers or isolated domestic data centers, businesses could mitigate the risk of CLOUD Act
compliance actions. Cybersecurity experts also warn of scenarios where data accessed via foreign
orders could be misused or increase vulnerabilities. Their recommendation is often two-fold: strengthen
Indian cyber laws and capacity (so that India can handle requests internally or through controlled
cooperation), and reduce dependence on foreign-controlled data repositories for sensitive information.
In summary, the expert consensus in India is that the CLOUD Act poses a real sovereignty challenge,
and India’s response should be to fortify its legal frameworks, insist on agreements that protect Indian
interests, and invest in local data infrastructure.

India’s Policy and Legislative Responses

Indian policymakers have not been idle in the face of cross-border data threats. Over the past few
years, India has advanced several policy measures aimed at reclaiming sovereignty over data and
countering the perceived risks of foreign access - including those emanating from laws like the CLOUD
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Act. The Digital Personal Data Protection Act, 2023 (DPDP Act) is the centerpiece of this effort.
Enacted after years of deliberation, the DPDP Act establishes a comprehensive framework for personal
data protection in India, with provisions that implicitly address foreign access. Notably, the Act permits
cross-border transfer of personal data by default, but empowers the government to prohibit transfers
to specific countries that it designates as high-risk or not meeting India’s standards 15 16 . This
“blacklist” approach replaced earlier drafts of the law that would have imposed blanket data
localization. The logic is to give India flexibility: friendly nations with robust privacy laws will be allowed
to receive Indian data, whereas data flows to countries seen as jeopardizing Indian data (for reasons of
surveillance or misuse) can be shut off. In theory, if the United States' legal environment is deemed too
invasive (for example, if CLOUD Act demands were viewed as mass-surveillance enabling), India could
put the U.S. on such a restricted list, thereby legally barring routine personal data transfers there. Even
short of that, Section 17 of the DPDP Act allows the government to impose conditions on data exports -
for instance, requiring that foreign governments’ data access requests be channeled through
proper diplomatic or legal processes. Draft rules under the Act explicitly contemplate that the
government may mandate additional safeguards when making data available to a foreign state 16,
which is a direct nod to concerns about laws like the CLOUD Act.

Beyond personal data legislation, India has pursued sectoral data localization mandates to secure
particularly sensitive streams of data. For example, the Reserve Bank of India (RBI) issued a directive in
2018 that all payments data related to Indian transactions must be stored only in India 2! . This
RBI rule - coming shortly after the CLOUD Act's passage - was seen as a move to ensure that financial
data (credit card transactions, UPI records, etc.) are under Indian regulatory oversight and not easily
subject to foreign subpoenas. U.S. payment companies initially protested, and indeed U.S. officials saw
such localization as a trade barrier 22 23 | but India stood firm, arguing that unfettered foreign access
to its citizens' financial data was unacceptable. Similarly, other regulators like the Securities and
Exchange Board of India (SEBI) have advised financial market entities to use local cloud servers or
ensure strong safeguards if using foreign SaaS platforms 24 . These measures reflect a pattern: India is
tightening control over critical data categories (finance, telecom, health, etc.) by mandating local
storage or processing, thereby keeping them out of easy reach of extraterritorial orders.

Another strand of India’s response is capacity-building in legal process. India has long been part of
MLAT arrangements and is now exploring improved bilateral agreements for faster data sharing that
still respect sovereignty. While India has not yet entered a CLOUD Act executive agreement with the
U.S., the idea has been floated. The government has been cautious - partly because entering such an
agreement would require proving that India’s surveillance and privacy standards are “adequate” by U.S.
definitions 7 , and also because India would want reciprocal benefits (access to data held in the U.S.
about Indian crimes). In the meantime, India has chosen not to sign on to frameworks that it fears
might compromise sovereignty, such as the Budapest Convention on cybercrime 25 (India stayed out
due to concerns it would have to share data with foreign investigators without enough control). Instead,
India voices support for developing new international norms that balance law enforcement needs with
respect for each nation’s laws and privacy guarantees.

Finally, India is encouraging domestic cloud infrastructure development as a long-term sovereignty
solution. The government, along with Indian enterprises, has been investing in large data centers and
promoting Indian cloud service providers. The launch of big data center parks (like the Yotta NM1 in
Mumbai, which was endorsed by officials in 2020 26 18 ) is part of this strategic push. A “sovereign
cloud” essentially means that even if data is stored in India, it should ideally also be handled by
companies incorporated in India, thereby placing them fully under Indian jurisdiction (and out of reach
of U.S. law). While U.S. tech companies still dominate the market, India's policy direction (as also
reflected in public procurement guidelines favoring local data storage) is clearly toward reducing
dependency on foreign clouds for sensitive data. This is seen as insurance against the CLOUD Act - if
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the data never leaves Indian legal jurisdiction, the CLOUD Act cannot compel its disclosure. In summary,
India's response combines legal reforms (like the DPDP Act's controlled cross-border regime),
regulatory mandates (localization in key sectors), and sovereignty-conscious infrastructure building
- all aimed at mitigating the risk that Indian data could be subject to foreign government whims.

International Responses and Comparisons

India’s concerns about the CLOUD Act are shared by many other countries, and the global response has
varied from collaboration to resistance, each choice reflecting how nations balance law enforcement
cooperation with sovereignty and privacy:

+ United Kingdom: The UK opted to collaborate by signing the first CLOUD Act executive
agreement with the U.S. in 2019. This agreement allows British authorities to directly request
data from U.S. tech companies for serious crime investigations, and vice versa for U.S.
authorities with UK companies 8 . The UK had to update its domestic laws (e.g. the
Investigatory Powers Act) to meet the CLOUD Act's human-rights criteria, incorporating more
judicial oversight on its side 27 . In exchange, the UK gained faster access to data held by U.S.
firms for its policing needs. This approach indicates a willingness to trust a bilateral framework,
but it has not been without criticism - EU privacy bodies have pointed out that the UK-U.S. deal
might not uphold EU-level privacy standards 9 . Nonetheless, the UK's response highlights one
path: negotiate terms with the U.S. to manage cross-border data demands, effectively trading a
bit of sovereignty for expediency and reciprocity.

European Union: The EU has largely responded with caution and legal pushback. European
officials and regulators view the CLOUD Act’s extraterritorial reach as conflicting with EU data
protection law (the GDPR) and the sovereignty of member states 4. The European Data
Protection Board (EDPB) issued guidance warning companies that transferring data to U.S.
providers could risk exposing EU citizens’ data to CLOUD Act requests, potentially running afoul
of GDPR requirements for international transfers. In the landmark Schrems II judgment (2020),
the EU's Court of Justice struck down the EU-US Privacy Shield arrangement, partly because U.S.
surveillance laws (including FISA 702, which is analogous in its reach to CLOUD Act in some
respects) were deemed incompatible with EU privacy rights 28 . This exemplifies the EU’s stance:
rather than acquiesce to U.S. law, the EU has tightened its own legal barriers. The EU is
developing its e-Evidence regulation to create a European framework for cross-border data
access, and any future EU-US data sharing agreement will be scrutinized for robust safeguards.
In essence, Europe’s response has been to defend digital sovereignty through stronger privacy laws
and by challenging U.S. overreach in court. European countries have not signed CLOUD Act
agreements (aside from the UK when it was in transition out of the EU), preferring to rely on
improved MLATs or new treaties that align with EU laws.

China and Russia: Long before the CLOUD Act, China and Russia pursued strict data localization
and sovereign control over the internet. The CLOUD Act only reinforced their rationale. These
countries maintain sealed-off digital ecosystems with strong local cloud providers and laws
that force data to stay within national borders 29 . For example, China's cybersecurity law
and data security law require that personal and important data collected in China be stored in
China, and any transfer abroad undergo security assessment. This guarantees that U.S.
authorities cannot directly access Chinese data through a U.S. company - because major foreign
cloud services in China are typically operated by local partners or are heavily regulated. Russia
likewise has laws mandating that personal data of Russians be kept on servers in Russia. Their
approach is an extreme form of data sovereignty: by minimizing dependence on foreign
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companies and controlling physical data location, they aim to neutralize foreign legal access like
the CLOUD Act entirely. The trade-off is reduced global connectivity and concerns about
government surveillance at home, but from a sovereignty standpoint, China and Russia accept
those costs. India's approach has been less extreme, but it shares the same motivation of
shielding domestic data from U.S. law.

Other Democracies and Regions: Many other countries are grappling with the CLOUD Act
challenge in their own ways. Australia has been negotiating a CLOUD Act agreement with the
U.S., signaling interest in the UK-like model of lawful access partnership (as of recent years,
Australia was expected to finalize a deal, given its stringent privacy laws and alignment with U.S.
on law enforcement) 8 . Canada and New Zealand, as close allies in intelligence sharing
networks, have also considered streamlined data-sharing pacts, though they must reconcile
these with domestic privacy statutes. Meanwhile, countries like Japan and South Korea have
strong data protection regimes and may rely on those and existing MLATs rather than
immediately joining the CLOUD Act bandwagon. In the Asia-Pacific, several nations have tended
toward localization and sovereign assertiveness: Vietham and Indonesia, for instance, have
introduced rules to keep certain data local and to make foreign companies open offices in-
country, explicitly aiming to strengthen national control over data and “make foreign access to
data more difficult” 30 . Their motives - much like India's - include safeguarding sovereignty and
national security, as well as fostering local digital economies.

International Forums: Globally, the clash exemplified by the CLOUD Act has triggered debates
on establishing international norms. Some have proposed a multilateral treaty for cross-border
data access that would balance the interests (the envisioned evidence access accord under the
auspices of the CLOUD Act or the Second Protocol to the Budapest Convention) 5 37 . India
has advocated for discussions in venues like the G20 about data free flow with trust, arguing
that sovereignty and citizen rights must be respected in data flows. In absence of a universal
solution, we are seeing a trend toward data nationalism - each country carving its own path to
assert control. The downside of this, as commentators point out, is a growing “Balkanization” of
the internet, where the world’s digital space fractures along national lines due to data localization
and incompatible laws 32 . The CLOUD Act has arguably accelerated this trend by forcing
countries to react defensively.

In summary, while U.S. law sought to modernize evidence gathering through the CLOUD Act, it has met
a mixed global response. Close allies have engaged with it (with caution), while many others have
strengthened their sovereignty tools. India finds itself somewhat in the middle - aligned with
democratic values that favor rule-of-law cooperation, yet firmly protective of its autonomy. How India
balances these will influence its partnerships and standing in the evolving global digital order.

Conclusion

The U.S. CLOUD Act presents a clear challenge to India's sovereignty over digital information. By
granting U.S. authorities the power to reach across borders into data centers in India, the Act undercuts
the primacy of Indian law and institutions in governing data generated by Indians. This extraterritorial
reach conflicts with India’s constitutional commitment to privacy and its jurisdictional authority,
effectively enabling foreign legal interference on Indian soil (virtually). The potential scenarios - from
U.S. agencies obtaining Indian citizens’ data without consent of Indian courts, to foreign orders prying
into Indian corporate and government records - are not just theoretical. They strike at the core of what
data sovereignty means for a nation: the ability to control and regulate data within one’s territory.
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India’s response, as this report detailed, has been multi-pronged. Legally, India is erecting safeguards
(like the DPDP Act and selective localization mandates) to ensure that Indian data remains subject, first
and foremost, to Indian oversight. Politically, India has asserted its refusal to compromise on data
sovereignty, a stance that resonates domestically and strengthens its negotiating position abroad 18 .
Technologically and economically, India is investing in domestic capacity to reduce over-reliance on U.S.
firms for critical infrastructure, thereby closing the loophole that the CLOUD Act exploits.

At the same time, India recognizes the need for international cooperation in fighting serious crime and
terrorism - the very rationale behind the CLOUD Act. The way forward, as Indian experts suggest, is to
pursue agreements on India’s own terms 20 . That could mean seeking a bilateral data-sharing pact
with the U.S. that explicitly respects Indian legal processes and provides reciprocal benefits, or working
in multilateral forums to set global standards that prevent unchecked extraterritorial claims. By
developing a robust “India model” for cross-border data access - one that upholds privacy and
sovereignty - India can turn the CLOUD Act conundrum into an opportunity to lead in shaping fair
international norms.

In conclusion, the CLOUD Act has indeed undermined India’s sovereignty in the short term by
exposing jurisdictional gaps and power imbalances. However, it has also galvanized India to fortify its
legal and technical shields. The clash between the CLOUD Act and India's sovereignty is emblematic of a
larger global tension in the digital age: the struggle to reconcile the borderless nature of data with the
bounded authority of nation-states. India's case demonstrates that asserting sovereignty is possible
through astute lawmaking and diplomacy. The ultimate goal for India is to ensure that data about its
citizens and institutions, wherever stored, is accessed and governed in accordance with Indian law and
interests - thereby reaffirming that sovereignty extends into cyberspace.

Sources: Relevant provisions and analyses of the CLOUD Act and its global impact were drawn from U.S.
and Indian legal commentary, including the Carnegie Endowment's research on India’s strategic options

6 8 , the Centre for Internet and Society’s report on CLOUD Act implications for India "¢, and
expert views cited in news outlets and journals. Indian legislative details are based on the text of the
Digital Personal Data Protection Act, 2023 and accompanying analyses 15 33 . Perspectives on
sovereignty and data localization were informed by editorials and industry commentary in India 13 17,
as well as comparative insights from international responses (EU, UK, China, etc.) 14 29 . These sources
collectively underscore the consensus that the CLOUD Act's reach poses a sovereignty dilemma and
highlight India's evolving approach to countering that challenge while engaging with the global digital
ecosystem.
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